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**************************************************start of change************************************************

8.2
Registration procedure for mobility from EPS to 5GS over N26

During mobility from EPS to 5GS, the security handling described below shall apply.

The UE shall include the UE 5G security capability alongside the mapped 5G GUTI in the Registration Request message. The UE shall also include the 5G GUTI and the ngKSI that identify a native 5G security context if available, e.g. established during an earlier visit to 5G, and integrity protect the Registration Request using the selected security algorithms in the native 5G NAS security context. The Registration Request shall contain the TAU request integrity protected using the EPS NAS security context shared with the source MME , then the UE shall increment its stored uplink EPS NAS COUNT value by one. 

NOTE: The enclosed TAU request in the Registration Request contains a complete TAU Request.

Upon receipt of the Registration Request, the AMF shall interact with the MME identified by the mapped 5G GUTI to retrieve the UE context. The AMF shall include the enclosed TAU request in the Context Request message to the MME. The MME shall verify the TAU request using the stored UE security context and if the verification is successful, the MME shall send the UE context to the AMF. 

If the Registration Request includes an additional 5G GUTI, then the AMF shall include the Registration Request in the UE Context Transfer Request message to the last visited AMF if they are different. The AMF or the last visited AMF shall verify the integrity of the Registration Request message if the 5G security context identified by the additional 5G GUTI can be found. In case the verification is done by the last visited AMF and succeeds, the last visited AMF shall include the 5G security context in the UE Context Transfer Response message to the AMF. If the verification is done by the AMF and succeeds, or the 5G security context is obtained from the last visited AMF, then the AMF shall dispose of any EPS security parameters received from the source MME in the Context Response message. In case the verification is done by the AMF and fails, or the 5G security context is not obtained from the last visited AMF, then the AMF shall treat the Registration Request message as if it was unprotected. In such case, the AMF may either derive a mapped 5G security context from the EPS context received from the source MME as described in clause 8.6.2 or initiate a primary authentication procedure to create a new native 5G security context. If the AMF derives a mapped 5G security context from the EPS security context, then the ngKSI associated with the newly derived mapped 5G security context and the uplink and downlink 5G NAS COUNTs are defined and set as described in clause 8.6.2. The AMF shall use and include the ngKSI to the UE in NAS SMC procedure, for the UE to identify the EPS security context used for the derivation of a mapped 5G security context.  If a mapped 5G security context is created or the native 5G security context has been changed (e.g., due to a new KAMF’ derivation or NAS algorithm change), the AMF shall activate the resulting 5G security context by a NAS SMC procedure. When a mapped 5G security context is created, the AMF shall store the selected EPS NAS security algorithms in the mapped 5G security context and include them in the NAS Security Mode Command. If the AMF wants to continue to use the native 5G security context used by the UE to protect the Registration Request, the AMF may skip the NAS SMC procedure and send the Registration Accept message protected using the native 5G security context identified by the additional 5G-GUTI and the ngKSI included in the Registration Request message.

In case the type value in the received ngKSI in NAS SMC indicates a mapped security context, then the UE shall use the value field in the received ngKSI to identify the EPS security context from which the UE derives the mapped 5G security context as described in clause 8.6.2.

The Registration Accept message shall be protected by the new mapped 5G security context (if a mapped 5G security context was activated by NAS SMC) or by the new native 5G security context (if a new native 5G security context was activated by NAS SMC). Otherwise, the current native 5G security context shall be used. If the AMF chooses to derive an initial KgNB from a new KAMF key (either the mapped KAMF' key or the native KAMF key), then the initial KgNB is derived as specified in Annex A.9 using the start value of the uplink 5G NAS COUNT protecting the NAS Security Mode Command Complete message and an access type distinguisher set to "3GPP access". If the UE receives an AS SMC message, then the UE shall derive an initial KgNB from a new KAMF key in the same way as the AMF.

**************************************************end of change************************************************

